





Detailed overview for small & medium sized business

Enables your employees to be fully integrated in your local telephone environment!
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ISDN (MSN, PMxAs)

ANALOG

SSC server software
on any PC or server

Intranet

Local VolP PBX,
(e.g. Alcatel)

VolP data surmounts VolP Filters in
countries that inhibit VolP data traffic

Internet
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VolP data surmounts UMTS VolP filters

Local telephone

devices

Audio

SSC enables calls in blocked networks by
using the HTTP protocol on port 80

SSC supports HTTP proxy environments

Use SSC in Hotels, via UMTS, secured
networks, Hotspot with all ports blocked
accept for TCP port 80 (HTTP).

Make calls easily with your office PBX from
any place in the world without a VPN

SSC supports all your PBX features (BLF, etc.)
SSC is a Stand-Alone Service

SSC has no limitation on the number of users

Company Switch/
Router/Firewall

Phone operates
via SSC using http
port 80 (TCP)

$ & &=

Video Presence Busylamp Chat Encryption



Detailed overview for SIP Service Providers

Offer secured calls for VolP blocking countries like SUDAN, SAUDI ARABIA, INDIA etc.

SIP Service Provider environment (eg. Intranet)

SIP Server
e  No modifications needed because SSC sends

the received data via UDP to the server
e SSCenables calls in blocked networks by
using the HTTP protocol e.g. on port 80
SSC supports HTTP proxy environments
SSC supports all SIP features (BLF, etc.)
SSC is a Stand-Alone Service
Can be used with Vmware
SSC is a simple piece of software

| ISDN PMxAs | Others
e o o o o

SSC HOST on any Windows or LINUX
server. Accessible at sample URL
http://sip.yoursipservice.com:80

SS7

Firewall, e.g.
http port 80 +
9999 allowed

Standard SIP Register
using UDP VolP data surmounts UMTS VolP filters

VolIP data surmounts VolP Filters in
countries that inhibit VolP data traffic

Phone operates
via SSC using http
port 80 (TCP)
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Use SSC as a stand-alone Service!

The practical stand-alone solution to support plug & play access to SIP services for VolP blocking regions or networks.
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...any other SIP service mysecretary.net ...any other SIP service

ubDP UDP

e SSCuses the original SIP proxy credentials
of the phone. Nothing has to be changed.

e S|P server receives all data as common UDP
traffic as if the phone was registered
directly at the service. No adjustments are
needed!

e SSCsends the received TCP data as common
SIP UDP data to the SIP server

SSC server runs on any Windows or e  VolP data surmounts UMTS VolP filters. This
LINUX server in the big Internet cloud. enables users to make calls with any
Accessible at sample URLs: Hotspot or UMTS service
e VolIP data surmounts VolP Filters in
- http://sip.yoursipservice.com:80 countries that inhibit VolP data traffic
- http://sip.yoursipservice.com:9999 e SSCsupports all provided features of the SIP
service

e  SSCis a Stand-Alone application which can
be installed as a service on a WIN OS or it
TCP runs on a LINUX based OS
e  SSCsupports Ninja‘s High-End Peer2Peer
encryption for use by lawyers, board of
directors, journalists, diplomats, etc.

g
Audio Video Presence Busy lamp Chat Encryption

Phone operates
via SSC using http port 80
(TCP) if a standard registration
via UDP isn’t possible.




How to use & setup the SSC server

Installation Guide and how to activate SSC support in the phone settings

The Windows and Linux version of the SSC server are

. . Il SSCServer usage [X
available for download at the following URLs:

Command line arguments:

English page:
http://www.globaliptel.com/eng/content/Content/Ninja/Pro.html -1 -a settings=80,9999,stun. lund1.de
. - install the service using TCP ports 80 and 9999
German page: and use 'stun, lundl.de’ as STUN server.
http://www.globaliptel.com/deu/content/Content/Ninja/Pro.html u - uninstall the service,
£ - start the service,
e - stop the service.,

How to setup the SSC server on a Windows 32 or 64 Bit OS
Sample installation for a service running on port 80 without using a STUN server:

° Download the ZIP file and save the decompressed file ,SSCServer.exe” S55CServer -i -a settings=80,,

to any directory of your choice
e  Customize the SSCServer ports (e.g. TCP Port 80 & Port 443) .Open a Hint:

. . . . . IF you plan to use TCP Port 80 please be sure that no web server runs on the same port,
command line window and install the SSC server service as follows: To change the ports you will need to uninstall the service first, the reinstall with
the new port settings.
. The STUN server parameter is optional but a comma needs to be provided on the command line
Install as a service: if vou want to leave the STUN server settings blank. See the online help For further
SSCServer.exe -i -a settings=<Port1>, <Port2>,<STUN> information,

SSCServer.exe -i -a settings=80,9999,stun.domain.com:3478
‘Would vou ke to read the online manual now?

Description of command line parameters:
cu : : | Ja | Mein
o install the service

»-a“ attach arguments to the service entry
»-U“ uninstall the servie
»-S“  start the service

Message Box obove will be shown with a double click onto the sscserver.exe (Windows version:)

How to setup the SSC server on a Linux 32 or 64 Bit OS

¢+ Eingabeaufforderung

e  Download the ZIP file and save the decompressed executable ,SSCServer” to
any directory of your choice

e  Customize the SSCServer ports (e.g. TCP Port 80 & Port 443) .Open a

erver —i —a tcpport=80,81 command line window and start as follows:

Start with customized ports:
SSCServer.exe -i -a settings=<Port1>, <Port2>
SSCServer.exe -i -a settings=80,9999,stun.domain.com:3478

To start the executable automatically when LINUX boots you need to create
a CRONTAB (Batchdeamon).

e Configure your firewall and allow communication on your customized

e  Configure your firewall and allow communication on your customized TCP
TCP ports, e.g. HTTP Port 80 TCP.

ports, e.g. HTTP Port 80 TCP.

Call the URL: http://<your-ssc-address>:<port>/stat.html to get a statistic.



How to activate the SSC in the phone settings

Installation Guide

e  Open the telephone settings dialog (right mouse click on the phone 'Proxy | Voice box | Presence | Localisation | Dialing Rules | Security | Advanced |
GUI and select ,,Settings“)

Preselection
e  C(lick at, Network settings” in the left menu = [
e  Select the upper TAB sheet ,,SSC Gateway” R
e  Activate the SSC Server by clicking the checkbox Proxy server
e  Enter the IP address or DOMAIN at which your SSCServer is Active Yes [~] Use Peer-to-Peer No ] T
available and select the TCP port (Default TCP port 80) Proxy name FritzBox
e If needed, activate http proxy and enter the HTTP proxy address Domain /Realm 192.168.178.1
including HTTP proxy port. Proxy server 192.168.178.1
e  Click ,Apply” to reregister the phone with the SSC Server SIP port 5060 - Reregister (seconds) | 1800 -
e If you want to use SSC with a PBX that is in your LAN, but you are e
currently on a business trip, the setting ,PBX behind NAT/Local IP” i
must be set to ,NO" in the Ninja settings dialog. Otherwise the phone Outboundproxyport (3060 -
tries to make a standard register to a local device which is currently Credentiaks
not present and will not use SSC in order to connect to your PBX = T e T e e
o ' Displa Pr \Iooceboxlprm Localisation | Dialing Rules | Security | Advanced
which is remote (as you are currently away from your LAN) e, PIOXY. l I— l ky | :
_ N Username  Audio | Video codecs
Ninja Pro (CTI) - Settings . . ﬁ Password |F__F_l- W_ﬂt—fﬂt_.it:i—‘!
SIP proxies Network settings | SSC Gateway | ) Auth user ————
& Proxy 0 -MyPBX-120 S5C Gateway Anonymou iV Jis + : gt
& Proxy 1-MyPBX-125 T ach W G71 E | [¥] H264 (low end)
% Proxy 2-5IP3 ' Delet 1 6726.40 i II] [¥] H264 (high end) :]"
% Proxy 3 - S5C Gateway (Host) <Domain or IP address of the S5C server> ] GSM
% Proxy 4 - sipbase SSC Port (TCF) &0 4| standard =80 Speex =
% Proxy 5-e-fon
& Proxy 6 - FritzBox Proxy
% Proxy 7 - 340-3cx refertest [] Use Proxy i 1
- - mobi . E <
P G et oy ke b o Do of e HITP oy PEX behind NAT / Local IP | No [ ]| custom Ringtone Yes (=]
W% Proxy 9 -snafu Tee OIS o C:\Ninja-Ri \20 B
Proxy Port 80 s ¥inja-Ring
Sobal setrings Local call signal Auto ter an URL or select an audio file on your
Language settings ter (. WAV files are supported).
Meda settings DTMF Inband  [»| DAYt enter an URL or WAV file to use the
- Info URL of the SIP Server.
Network settings Video on Demand Yes EI
Voice box Behind NAT / local IP:
License / Version Use this property if your SIP server is located in your network or if your router
Advanced settings expects a local IP for NAT. Try to change this value if ve connectivity problems.
D'IalngR.uIes Use DNS:
Speed dial Some SIP Proxy servers use the SRV entry of the DNS Name System) protocol
USB Devices for SIP server configuration. Activate to use this function.
If you want to register with a PBX which uses a local P adress (e.g. in your LAN
192.166.178.1), then "PBX behind NAT/Local IP" must be set to "NO"
oK Apply | | cancel




Which PBX server can be reached with SSC
if SSC runs in your LAN (has no public IP address)

Audio & Video, BLF, Presence
is possible!

>

SSC

in your LAN
192.168.178.20

Your DSL/T1 modem with a dynamic address

SIESEIvEr Audio & Video, BLF, P
which needs NO STUN udio ,' €o, o resence
is possible!
- -
e.g. Asterisk, sipgate,
mysecretary, nfon, etc.
Audio & Video, BLF, Presence Your PBX in your LAN in
is possible! the office
- -
e.g. 192.168.178.105
SIP Server
which needs
Audio & Video, BLF, Presence
STUN is possible!
- -

e.g.3CXona
Webserver

Public IP
217.54.65.45




Which PBX server can be reached with SSC
if SSC is in the WAN (has a public IP address, e.g. runs on your Webserver)

I

Audio & Video, BLF, Presence
is possible!

- >

SSC

has public IP

80,52,465,65

SIP Server

which needs Audio & Video, BLF, Presence
is possible!

STUN - >

e.g.3CXona
Webserver

SIP Server

which needs NO STUN Audio & Video, BLF, Presence

is possible!

- >

e.g. Asterisk, sipgate,
mysecretary, nfon, etc.




How to use a DDNS with your router?

Nearly all routers in the world support at minimum one DDNS service for dynamic IP addresses

Why could it be possible that you need a DDNS (Dynamic DNS)?

Most Internet Providers give you access to the World Wide Web by
supporting you with a dynamic IP address. So if you connect to the
Internet, your Internet Provider gives you a temporary and not a
static IP address.

Why could this be a problem?

Example: You are on a business trip and you have a very important
meeting. Hmmm..., but you have forgotten an Excel file that
contains your calculations. You need access to the office, but the IP
adress of your Internet connection changes every day and there is
nobody who can tell you the right one.

Solution: Create a DDNS account with a service like DynDNS.org and
your office is available through a domain address like
myoffice.dyndns.org. That’s your solution to make your office
available for you day & night. You configure the DDNS account in
your router. Then the router sends always the right IP address of
the office internet connection to your DDNS service. Is that easy!

On the right you see how easy a DDNS service can be configured in
a router. Our example is a Tomato firmware on a Linksys DSL+
router.

More information is available at:

WIKIPEDIA:
http://en.wikipedia.org/wiki/Ddns

Links to free DDNS services:

DYNDNS.ORG:
http://www.dyndns.org

FREEDNS:
http://freedns.afraid.org/

OpenDNS:
http://www.opendns.com/

Tomato

Version 1.28

Status
Overview
Device List
Logs

Bandwidth
Real-Time
Last 24 Hours
Daily
‘Weekly
Monthly

Tools

Basic
Network
Identification
Time
DDNS
Static DHCP
Wireless Filter
Advanced
Port Forwarding
QoS
Access Restriction

Administration

About
Reboot
Shutdown...
Logout

Dynamic DNS

IP address
Auto refresh every

Dynamic DNS 1
Service
URL
Username
Password
Hostname
Wildcard
MX

Backup MX

Save state when IP
changes {nvram commit)

Force next update

Last IP Address

Last Result

Dynamic DNS 2

Service

Use WAN IP Address 79.200.75.154 (recommended) [~ |
1 days (0 = disable)

DynDNS (htips) - Dynamic|~ |
hitp/Awww.dyndns.com/
mypassword

somwhere homedns._org

O

Samstag, 15. Oktober 2011 12:00:30:
79.200.75.154

Samsisg, 15. Okiober 2011 12:00:30:
Update successful

DynDNS (https) - Dynamic|~

|EveryDNS

{ieServer.net

None

3322

3322 - Static
DNS Exit
DNS-O-Matic
D

DynDNS - Static Save
DynDNS - Custom
DynDNS (https) - Dynamic
DynDNS (https) - Static
DynDNS (https) - Custom
DyNS

easyDNS

easyDNS (https)

EditDNS

eNom
FreeDNS (afraid.org)

namecheap
No-IP.com
OpenDNS
TZ0
ZoneEdit
Custom URL

Cancel



How to use SSC with an AVM FritzBox?

You want to call your office from anywhere and your office router is an AVM FritzBox (www.avm.de)

Permit Access If you are not sure how Port forwarding works, please take a look
at this AVM video:
+ Wizards PontForwarding  Remote Administiation  Dynamsc DNS VPN
- Advanced Settngs
= e s 4 e e T e e e http://www.youtube.com/watch?v=g9921WE450U
1o access your computer. Such connections are made possible by enabling port forwarding.
Account information
Cned Pretecton List of Ports with Port Forwarding Enabled Port Forwarding:
Online Weter Enabled  Mame Protocol Port 1o computer 1o Port
Permit Access No port forwarding has been conigured

In order to make sure that web traffic and telephony data flows freely, TCP port 80 (for HTTP
Ot et ._"-_P-'{'-_*!J protocol) needs to be open. A different TCP port can alternatively be selected, but TCP port 80
is the most common and most practical solution.
FR‘TZIBox Open the ,Internet” settings and select ,,New Port Forwarding” in the ,Permit Access” menu.

Now click at the dropdown menu ,,Port forwarding enabled for”“ and select ,,HTTP server”

Choose the computer in the dropdown list ,to computer” where the Simple SIP Channel server
(SSC) has been installed as a service.

= to computer

to IP address Press OK to activate the port forwarding.

If you want to use a DDNS like DynDNS with FritzBox, please see the video above and
configure the DynDNS login data in the menu ,,Dynamic DNS“ at ,,Permit Access".

Now enjoy the new freedom!

¥ Port forwarding enabled for | HTTP-Server B
Rl S 1o computer PC-192-168-178-105 » Wizards Port Forwarding Remote Admemstrabion D,nnnl&;lls VEN
to IP address 1
- intemat = Advanced Settings. Through Dynamec DNS. appbcations and senaces for which port shanng was ¢o
Account Information “‘_GR_T_"'_‘”‘ Fem——— - intermet accessible at a fixed domain name from the internet at all times. even though th
Child Protecbon changes each tme you dial mto the Intemet
Permit Access o Mt Enter the account inflormation fior your Dynamsc DNS provider
DSL informabon
Permit ACCess Dynamec DNS provider  dyndins oeg - Register New Dc
ST DSL informalion Doman name myoffice.dyndns.org
Priorzaton User name myusername
» Telephony Password L]
+ USH Devices Password confrmation sses




R oa d ma p (tentative release date: Q1 2012)

e Systray status icon for Windows version
e Graphical interface for the Windows version





